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second item, which is required for TCP/IP to work, is the subnet
mask. The subnet mask is used by the TCP/IP protocol to determine
whether a host is on the local subnet or on a remote network. In
TCP/IP, the parts of the IP address that are used as the network and
host addresses are not fixed, so the network and host addresses above
cannot be determined unless you have more information. This
Information is supplied in another 32-bit number called a subnet
mask. In this example, the subnet mask is 255.255.255.0. It is not
obvious what this number means unless you know that 255 in binary
notation equals 11111111. so, the subnet mask is:
11111111.11111111.11111111.0000000 Lining up the IP address and
the subnet mask together, the network and host portions of the
address can be separated: 11000000.10101000.01111011.10000100 --
IP address (192.168.123.132)
11111111.11111111.11111111.00000000 -- Subnet mask
(255.255.255.0) The first 24 bits (the number of ones in the subnet
mask) are identified as the network address, with the last 8 bits (the
number of remaining zeros in the subnet mask) identified as the host
address. This gives you the following:
11000000.10101000.01111011.00000000 -- Network address
(192.168.123.0) 00000000.00000000.00000000.10000100 -- Host
address (000.000.000.132) So now you know, for this example using



a 255.255.255.0 subnet mask, that the network 1D is 192.168.123.0,
and the host address is 0.0.0.132. When a packet arrives on the
192.168.123.0 subnet (from the local subnet or a remote network),
and it has a destination address of 192.168.123.132, your computer
will receive it from the network and process it. Almost all decimal
subnet masks convert to binary numbers that are all ones on the left
and all zeros on the right. Some other common subnet masks are:
Decimal Binary 255.255.255.192
1111111.11111111.1111111.11000000 255.255.255.224
1111111.11111111.1111111.11100000 Internet RFC 1878 describes
the valid subnets and subnet masks that can be used on TCP/IP
networks. Network classes Internet addresses are allocated by the
InterNIC , the organization that administers the Internet. These IP
addresses are divided into classes. The most common of these are
classes A, B, and C. Classes D and E exist, but are not generally used
by end users. Each of the address classes has a different default subnet
mask. You can identify the class of an IP address by looking at its first
octet. Following are the ranges of Class A, B, and C Internet
addresses, each with an example address: ? Class A networks use a
default subnet mask of 255.0.0.0 and have 0-127 as their first octet.
The address 10.52.36.11 is a class A address. Its first octet is 10, which
Is between 1 and 126, inclusive. ? Class B networks use a default
subnet mask of 255.255.0.0 and have 128-191 as their first octet. The
address 172.16.52.63 is a class B address. Its first octet is 172, which is
between 128 and 191, inclusive. ? Class C networks use a default
subnet mask of 255.255.255.0 and have 192-223 as their first octet.



The address 192.168.123.132 is a class C address. Its first octet is 192,
which is between 192 and 223, inclusive. In some scenarios, the
default subnet mask values do not fit the needs of the organization,
because of the physical topology of the network, or because the
numbers of networks (or hosts) do not fit within the default subnet
mask restrictions. The next section explains how networks can be
divided usingsubnetmasks. 1 O 00 OO0 O0OO0OO0OOO
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