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algorithm is using this information is. * Increase p_shoff by
PAGE_SIZE in the ELF header * Patch the insertion code (parasite)
to jump to the entry point (original) * Locate the text segment
program header * Modify the entry point of the ELF header to point
to the new code (p_vaddr p_filesz) * Increase p_filesz by account for
the new code (parasite) * Increase p_memsz to account for the new
code (parasite) * For each phdr whos segment is after the insertion
(text segment) * increase p_offset by PAGE_SIZE * For the last shdr
In the text segment * increase sh_len by the parasite length * For each
shdr whos section resides after the insertion * Increase sh_offset by
PAGE_SIZE * Physically insert the new code (parasite) and pad to
PAGE_SIZE, into the file - text segment p_offset p_filesz (original)



OLinuxOOOOOOOOOGgei-ELF Infectord U 0O OO OO
Jo0odoodooooooooooooooood:
g-elf-infector.cg-elf-infector U 0D 0 U OO0 OO0 OO0OOO
Jododobooooouoodoooobooood
Og-elf-infectorc0 000 000O00O--000000000O0
Jododobodoooodoooooooooo--000
OOg-elf-infectorcO D00 O00O0O0OO0OOOOOONO
OJO0*00000d0bo0oo0ooooooooonoa
J0odoboooooodoooooooooooooa
0 0O 0O 0O #define PARACODE_RETADDR_ADDR_OFFSET
Ry*OJ0000000000O000COO0OO0O0O0O0On
OO0000000000 void parasite_code(void). * 0 0O O O
Jododoboboooodobooouoooooooooa
[0 O 0O O void parasite_code_end(void). parasite_code _end] [
Oparasite codel D0 OO0 O00O0O0O0O0oOOoooOO
[] void parasite_code(void) { ... ... ... } void
parasite._ code end(void) {} U 00 00OO0O0OO0OOOO0O
O 00000 O parasite_code _endl] [ parasite_codeld [ [ [J
J0o0doo0oooodoooooooooooooa
0000000 void parasite_code(void){ ... ... ... } void
parasite_code_end(void) {parasite_code().} 1 O 0O U OO O
Og-elf-infector DO OO OOD0OO0OOOOOOELFO OO O
[ face=Verdana>100Test U O OO0 OO0 OO0 OO0OOO
OOoo0dnod www.100test.com



