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Describe and mitigate the common threats to the physical installation
Describe and list mitigation methods for common network attacks
Describe and list mitigation methods for Worm, Virus, and Trojan
Horse attacks www.itexamprep.com Describe the main activities in
each phase of a secure network lifecycle Explain how to meet the
security needs of a typical enterprise with a comprehensive security
policy Describe the Cisco Self Defending Network architecture [J [
0 00O O O Secure Cisco routers using the SDM Security Audit
feature Use the One-Step Lockdown feature in SDM to secure a
Cisco router Secure administrative access to Cisco routers by setting
strong encrypted passwords, exec timeout, login failure rate and



using 10S login enhancements Secure administrative access to Cisco
routers by configuring multiple privilege levels Secure administrative
access to Cisco routers by configuring role based CLI Secure the
Cisco 10S image and configuration file 100Test O O 0O O O O O O
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