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[1 aaal] [J [J aaa authentication login 4sec tacacs local [ [ [ [0 [
[ Otacacs U U U 0O 0O 0O O tacacst! U O 0O 0O O O O O U tacacs
J00000d0o00odoodobOoonOndatacacs
J0o0dooooooodoooooooooooooa
[1 aaa authorization exec default tacacs local U U 0O O O 00 O O [
Otacacs DO UOOU0OO0OOOOtacacs D 0O OOOOMO
OO00000000000 O aaaauthorization commands 4
4sectacacs U O U O OO OOOOOOOO vty 0407 list 4secl
DO00000000000000 aaaauthorization commands
4 default group tacacs U 00 0 O 0 Otacacs U O 0O O 0O 0O OO
000040000000 00000 aaaauthorization
commands 4 default group tacacs locall] O 00 O O O O O [ tacacs
JO000000000ooOo400000000 tacacsd O
J0odoboooooodoooooooooooooa
OO0 00000000 aaaauthorization commands 4 default
group tacacs localnonell L O OtacacsU U O OO OO0 OOO
DO0000000000000 O username fumtek privilege 7
password 0 password I U0 00 O O O O fumtekd O O [ username
admin privilege 15 password O passpass L O O O 0O 0 0O 0O O O O
[ tacacs-server host 10.10.10.10 0J O tacacs] O O 0O I O

[ tacacs-server key key4sec [1 [ NASO tacacs) U O 00 O 0O O O
000000 line vty 04 login authentication 4sec exec-timeout 0



0 RouterA crypto isakmp policy 100 crypto isakmp key seckey
address 216.12.12.2 ! ! crypto ipsec transform-set 4sec esp-des
esp-sha-hmac ! crypto map 4sec 100 ipsec-isakmp set peer
216.12.12.2 set transform-set 4sec set pfs groupl match address 100 !
interface Serial0/0 ip address 216.12.12.1 255.255.255.252 crypto
map 4sec ! access-list 100 permit ip 10.10.10.0 0.0.0.255 20.20.20.0
0.0.0.255!

RouterB crypto isakmp policy 100 crypto isakmp key seckey address
216.12.12.1!'! crypto ipsec transform-set 4sec esp-des esp-sha-hmac
I crypto map 4sec 100 ipsec-isakmp set peer 216.12.12.1 set
transform-set 4sec set pfs groupl match address 100 ! interface
Serial0/0 ip address 216.12.12.2 255.255.255.252 crypto map 4sec !
access-list 100 permit ip 20.20.20.0 0.0.0.255 10.10.10.0 0.0.0.255 ! [
Do ooodououISAKMPO O OO oo oooood
ISAKMPO OO O OO O0O0OO O DES56bit Hashd [0 I SHS
[ O 0O 0O O RSAS Diffe-Hellmand 0O O 1 00 768bit0) 0O O 0O [
(18640000 ISAKMPLU OO OO OO0 OO0OO O DESO 56bit
[J 00 3DESOI 168bit] Hashd O O md5 O sha O O O [

[1 pre-share, rsa-encr, rsa-sig Diffie-Hellmand O Diffie-Hellman
group 1(768bit) LI Diffie-Hellman group 1(1024bit) LI I [ O 11 60
(18640001 100Test I O DO OO0 OOOOOOoOg
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