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[1 GenerateKey[l [ ([J [J GenerateKey.java)Ll O O 0O 0O 0O 0O 0O O
[1 % java GenerateKey key.data [l 30 0 000000000
(1 O EncryptClassest] [ (LI O EncryptClasses.java) ] (O [ [ [0 [
[1 % java EncryptClasses key.data App.class Foo.class Bar.class [1 [
DO00O0O0OclssOOD 0000000 ooooon oo
DJ000000000o00ondo DecryptStartd O O OO
000000 O DecryptStart] [ O Listing 600 LI O [ Listing 6
O DecryptStartjavall D OO0 0000000000 OOOO
[ 0 import java.io.*. import java.security.*. import
java.lang.reflect.*. import javax.crypto.*. import javax.crypto.spec.*.
public class DecryptStart extends ClassLoader { // 0 U 0 0O O O [
DOo00000 /00leadClass)U 0 00O 0O OOO private
SecretKey key. private Ciphercipher. /0000000000 O
0 0O 0O O public DecryptStart( SecretKey key ) throws
GeneralSecurityException, IOException { this.key = key. String
algorithm ="DES". SecureRandom sr = new SecureRandom().
System.err.printin( "[DecryptStart: creating cipher]" ). cipher =



Cipher.getinstance( algorithm ). cipher.init(
Cipher.DECRYPT_MODE, key,sr). }//mand OO0 00000
OO0000000DecryptStart] /0 000O00OO0OMO

[J ClassLoaderd /O O OClassLoaderd D D OO OO0 OOO
OO0 /0000000 JavaReflection APID O O OO O

[ mainlJ O static public void main( String args[] ) throws
Exception { String keyFilename = args[0]. String appName =
args[1]. /0000000 0OOOONOO String realArgs[] = new
String[args.length-2]. System.arraycopy( args, 2, realArgs, 0,
args.length-2).// 00 OO OO OO System.err.printin( "[DecryptStart:
reading key]" ). byte rawKey[] = Util.readFile( keyFilename ).
DESKeySpec dks = new DESKeySpec( rawKey ). SecretKeyFactory
keyFactory = SecretKeyFactory.getinstance( "DES" ). SecretKey key
= keyFactory.generateSecret( dks ). // 00 O OO O O ClassLoader
DecryptStart dr = new DecryptStart(key ). /00000 0O OO O
0 0O // 0 0O ClassLoaderd O I System.err.printin( "[DecryptStart:
loading " appName "]" ). Class clasz = dr.loadClass( appName ). //
O0O000OReflectionAPID O OOOO //Oman(U O /00O
0 0O O main()Q O O String proto[] = new String[1]. Class
mainArgs[] = { (new String[1]).getClass() }. Method main =
clasz.getMethod( "main”, mainArgs).// 0 U 0O O O O main() 0 [
0 0000 ObjectargsArray[] = { realArgs }. System.err.printin(
"[DecryptStart: running " appName ".main()]" ). // U 0 main()
main.invoke( null, argsArray ). } public Class loadClass( String
name, boolean resolve ) throws ClassNotFoundException {try {//
OO0O0000CIlassd O Classclasz=null. /00000100 O



OJo0odoooooo/ooooooood clasz=
findLoadedClass( name ). if (clasz !'= null) return clasz. // O J [0 [
OO0 twy{/0000000000 byte classData[] =
Util.readFile( name ".class" ). if (classData !=null) {// U I ... byte
decryptedClassData[] = cipher.doFinal( classData ). //... 0 0O O O
OO0 00O clasz = defineClass( name, decryptedClassData, 0,
decryptedClassData.length ). System.err.printin( "[DecryptStart:
decrypting class " name "]" ). } } catch( FileNotFoundException fnfe
Y/ooood2000oooooo/ooooood

1 ClassLoaderd [ [ if (clasz == null) clasz = findSystemClass(
name).// 0000030 000000000O0OO if (resolve
amp. clasz !'=null) resolveClass(clasz).// D O O O 0O 0O O O
return clasz. } catch( IOException ie ) { throw new
ClassNotFoundException( ie.toString() ). } catch(
GeneralSecurityException gse ) { throw new
ClassNotFoundException( gse.toString() ). }}} 0 0000 OO
Do000oddododd %javaApparg0argl arg2 U U O [
DO0O0000oo0doodddn %java DecryptStart
key.data App arg0 argl arg2 DecryptStartl] [ 0 O 0O O O
ODecryptStart0 D 0O 00000000 OOOOO

[1 ClassLoader.[J [0 I DecryptStartl] U 0O O O maint O O O O
Jd0o0doboooooooodobooobOoAppd O
[J O O App.javall Foo.javall Bar.javall [0 Util.javall OO OO O O 1/0O
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