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[ O Apitd O O O ---VirtualProtectEx
[ WriteProcessMemeory,ReadProcessMemeory] [ O O 0O O O
Jododododododododod BooL
VirtualProtectEx( HANDLE hProcess, // 0 O O O 0O 0O O 0O 0O O
LPVOID IpAddress, /0 0000000 OO DWORD dwSize,
/0000000 DWORD fINewProtect, /0 000 00O O
PDWORD IpfiOldProtect /0D 000 OO0 OOOOO ). BOOL
WriteProcessMemory( HANDLE hProcess, // 0 O O 0O O O O
LPVOID IpBaseAddress, // 0 0O 0O 0O 0O OO O LPVOID IpBuffer,
/0000000 DWORDNSize,//O0 00O 0OOO LPDWORD
IpNumberOfBytesWritten // 1 0 O 0O O O O O ). BOOL
ReadProcessMemory( HANDLE hProcess, // 1 0O O O O O O



LPCVOID IpBaseAddress, /0 O 0 OO O OO LPVOID
lpBuffer, /0000000 DWORDNSize, /00000000
LPDWORD IpNumberOfBytesRead /L D O O OO OO0 ). OO
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JO000000000000000 MessageBoxAl 0 O O [
OOo0o0 ooblodod HHOOK g_hHook. HINSTANCE
g_hinstDIl. FARPROC pfMessageBoxA. int WINAPI
MyMessageBoxA(HWND hWnd, LPCTSTR IpText,LPCTSTR
IpCaption,UINT uType). BYTE
OldMessageBoxACode[5],NewMessageBoxACode[5].
HMODULE hModule . DWORD dwldOld,dwidNew. BOOL
bHook=false. void HookOn(). void HookOff(). BOOL init().
LRESULT WINAPI MousHook(int nCode, WPARAM
wParam,LPARAM IParam). BOOL APIENTRY DIIMain(
HANDLE hModule, DWORD ul_reason_for_call, LPVOID
IpReserved ) { switch (ul_reason_for call) { case

DLL_PROCESS ATTACH: if(!init()) {
MessageBoxA(NULL,"Init","ERROR",MB_OK). return(false). }
case DLL_ THREAD ATTACH: case DLL_ THREAD_ DETACH:
case DLL_PROCESS DETACH: if(bHook) UnintallHook().
break. } return TRUE. } LRESULT WINAPI Hook(int

nCode, WPARAM wParam,LPARAM IParam)//0 0 O 0O O O {
return(CallNextHookEx(g_hHook,nCode,wParam,|Param)). }
HOOKAPI2_APIBOOL InstallHook()/U O 0 OO OO OO0



{ g_hinstDlI=LoadLibrary("HookApi2.dll").
g_hHook=SetWindowsHookEx(WH_GETMESSAGE,(HOOKPR
OC)Hook,g_hinstDII,0). if (!g_hHook) {
MessageBoxA(NULL,"SET ERROR","ERROR",MB_OK).
return(false). } return(true). } HOOKAPI2_API BOOL
UninstallHook()/U O OO OO OO {
return(UnhookWindowsHookEx(g_hHook)). } BOOL init()//U]
L1 O 0O O MessageBoxAL U U U L O LI Jmp
XXX(MyMessageBoxA)U [ I 0 0 {
hModule=LoadLibrary("user32.dll").
pfMessageBoxA=GetProcAddress(hModule,"MessageBoxA").
If(pfMessageBoxA==NULL) return false. asm { lea
edi,OldMessageBoxACode mov esi,pfMessageBoxA cld movsd
movsb } NewMessageBoxACode[0]=0xe9.//jmp MyMessageBoxA
OO0000000 asm{leaeax,MyMessageBoxA mov
ebx,pfMessageBoxA sub eax,ebx sub eax,5 mov dword ptr
[NewMessageBoxACode 1],eax }
dwldNew=GetCurrentProcessid(). /0 0 0 OO0 O O ID
dwldOld=dwldNew. HookOn().//0 OO U O return(true). } int
WINAPI MyMessageBoxA(HWND hWnd, LPCTSTR
IpText,LPCTSTR IpCaption, UINT uType )/0 000 0O OO O
OO00000000ApidO {intnReturn=0. HookOff().
nReturn=MessageBoxA(hWnd,"Hook",IpCaption,uType).
HookOn(). return(nReturn). } void HookOn() { HANDLE hProc.
dwldOIld=dwIdNew.
hProc=0OpenProcess(PROCESS ALL ACCESS,0,dwldOld).//T
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VirtualProtectEx(hProc,pfMessageBoxA,5,PAGE_ READWRITE,a
mp.dwldOld). //00 O 0O O O O O MessageBoxALl [1 500 0 1 00 [
0000000 bHook=true. } void HookOff()//00 U 0O O [

1 JIMP MyMessageBoxAL [ [0 [ [ Jmp MessageBoxA {
HANDLE hProc. dwldOld=dwldNew.
hProc=0OpenProcess(PROCESS_ALL ACCESS,0,dwidOld).
VirtualProtectEx(hProc,pfMessageBoxA,5,PAGE_READWRITE,a
mp.dwldOld). bHook=false. } //L1 O 10 OO OJ int APIENTRY
WinMain(HINSTANCE hlnstance, HINSTANCE hPrevinstance,
LPSTR IpCmdLine, int nCmdShow) { if(!InstallHook()) {
MessageBoxA(NULL,"Hook Error!","Hook",MB_OK). return 1. }
MessageBoxA(NULL,"TEST","TEST",MB_OK).//U 10 O I Test[]
OO Hook,OODOOOOOOOO O if("'UninstallHook()) {
MessageBoxA(NULL,"Uninstall Error!","Hook",MB_OK). return 1.
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