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Router(Config)# access-list 100 deny ip 127.0.0.0 0.255.255.255 any
Router(Config)# access-list 100 deny ip 192.168.0.0 0.0.255.255 any
Router(Config)# access-list 100 deny ip 172.16.0.0 0.15.255.255 any
Router(Config)# access-list 100 deny ip 10.0.0.0 0.255.255.255 any
Router(Config)# access-list 100 deny ip 169.254.0.0 0.0.255.255 any
Router(Config)# access-list 100 deny ip 192.0.2.0 0.0.0.255 any
Router(Config)# access-list 100 deny ip 224.0.0.0 15.255.255.255 any
Router(Config)# access-list 100 deny ip 20.20.20.0 0.0.0.255 any
Router(Config)# access-list 100 deny ip 204.152.64.0 0.0.2.255 any
Router(Config)# access-list 100 deny ip 0.0.0.0 0.255.255.255 any
Router(Config)# access-list 100 permit ip any any
Router(Config-if)#ip access-group 10020 0 000 OO0 OO
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[1 Router(Config)# no access-list 101 Router(Config)# access-list
101 permit ip 192.168.0.0 0.0.255.255 any Router(Config)#
access-list 101 deny ip any any Router(Config)# interface eth 0/1
Router(Config-if)# description “ internet Ethernet”



Router(Config-if)# ip address 192.168.0.254 255.255.255.0
Router(Config-if)#ip access-group 101 inO0 0 0 O 0O O 10 OO
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O 10SO O O SSHO O O 10S812.0-10S812.20 0O O SSH-V10 O O
O O SSHO O O 0O O O Router(Config)# config t Router(Config)#
no access-list 22 Router(Config)# access-list 22 permit 192.168.0.22
Router(Config)# access-list deny any Router(Config)# username
test privilege 10**** I D OSSHO O O OO OO OOOOO
Router(Config)# ip ssh timeout 90 Router(Config)# ip ssh
anthentication-retries 2 Router(Config)# line vty 0 4
Router(Config-line)# access-class 22 in Router(Config-line)#
transport input ssh Router(Config-line)# login local
Router(Config-line)#exit J O O SSHU O O O O RSAO O O O
Router(Config)# crypto key generate rsa The name for the keys will
be: router.xxx Choose the size of the key modulus in the range of 360
to 2048 for your General Purpose Keys .Choosing a key modulus
greater than 512 may take a few minutes. How many bits in the
modulus[512]: 2048 Generating RSA Keys... Router(Config)#
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