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[J O Function SafeRequest(ParaName) Dim ParaValue
ParaValue=Request(ParaName) if IsNumeric(ParaValue) = True
then SafeRequest=ParaValue exit Function elself
Instr(LCase(ParaValue),"Oselect ") > 0 or
Instr(LCase(ParaValue),"insert") > 0 or
Instr(LCase(ParaValue),"Odelete from™) > 0 or
Instr(LCase(ParaValue),"count(") >0 or
Instr(LCase(ParaValue),"0drop table") > 0 or
Instr(LCase(ParaValue),"Oupdate ") >0 or
Instr(LCase(ParaValue),"truncate ") >0 or
Instr(LCase(ParaValue),"asc(") >0 or
Instr(LCase(ParaValue),"mid(") > 0 or
Instr(LCase(ParaValue),"char(") >0 or
Instr(LCase(ParaValue),"xp_cmdshell") >0 or
Instr(LCase(ParaValue),"exec master") >0 or
Instr(LCase(ParaValue),"net localgroup administrators™) > 0 or
Instr(LCase(ParaValue)," and ") > 0 or Instr(LCase(ParaValue),"net
user") >0 or Instr(LCase(ParaValue)," or ") > 0 then
Response.Write " Response.Write "alert(LJ O O O U 1)." O O SQL



O0O000000O Response.Write
"location.href=http://dev.yesky.com/." O 11 SQLL U 0O OO 0O O O
[1 Response.Write "" Response.end else SafeRequest=ParaValue
End If End function O [0 SafeRequest] UJ [0 I [0 [J Request
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