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O RSTU O O O O 1R1(configure)access-list 101 permit tcp any any
established log-inputR1(configure)access-list 101 permit ospf any
anyR1(configure)access-list 101 deny ip any any
log-inputR1(configure)int s2/1R1(configure-if)ip access-group 101
inOOlog-input DO D O0O00O0OO000OO0O0OO0ODO0OO0OO
(1 O debugip packetdetalled O D OO0 O ORIOOOOOOO
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I r1(config)#access-list 102 permit tcpanyany U O O O O [0 R2
[ [ telnetd [0 R3rl#telnet 3.3.3.3Trying 3.3.3.3 ... Openr3>*Mar 1
00:55:53.003: IP: tableid=0, s=13.1.1.1 (local), d=3.3.3.3 (Serial2/1),
routed via RIB*Mar 1 00:55:53.003: IP: s=13.1.1.1 (local), d=3.3.3.3
(Serial2/1), len 44, sending*Mar 1 00:55:53.007: TCP src=11001,
dst=23, seq=2398697781, ack=0, win=4128 SYN*Mar 1
00:55:53.179: %SEC-6-IPACCESSLOGRP: list 101 permitted tcp
3.3.3.3(23) (Serial2/1) ->13.1.1.1(11001), 1 packet*Mar 1
00:55:53.183: IP: tableid=0, s=3.3.3.3 (Serial2/1), d=13.1.1.1
(Serial2/1), routed via RIB*Mar 1 00:55:53.183: IP: 5s=3.3.3.3
(Serial2/1), d=13.1.1.1 (Serial2/1), len 44, rcvd 3*Mar 1



00:55:53.187: TCP src=23, dst=11001, seq=949632690,
ack=2398697782, win=4128 ACK SYN*Mar 1 00:55:53.187: IP:
tableid=0, s=13.1.1.1 (local), d=3.3.3.3 (Serial2/1), routed via
RIB*Mar 1 00:55:53.191: IP: s=13.1.1.1 (local), d=3.3.3.3 (Serial2/1),
len 40, sending*Mar 1 00:55:53.191: TCP src=11001, dst=23,
se(=2398697782, ack=949632691, win=4128 ACK*Mar 1
00:55:53.199: IP: tableid=0, s=13.1.1.1 (local), d=3.3.3.3 (Serial2/1),
routed via RIB*Mar 1 00:55:53.203: IP: s=13.1.1.1 (local), d=3.3.3.3
(Serial2/1), len 49, sending*Mar 1 00:55:53.203: TCP src=11001,
dst=23, seq=2398697782, ack=949632691, win=4128 ACK
PSH*Mar 1 00:55:53.207: IP: tableid=0, s=13.1.1.1 (local), d=3.3.3.3
(Serial2/1), routed via RIB*Mar 1 00:55:53.211: IP: s=13.1.1.1
(local), d=3.3.3.3 (Serial2/1), len 40, sending*Mar 1 00:55:53.215:
TCP src=11001, dst=23, seq=2398697791, ack=949632691,
win=4128 ACK*Mar 1 00:55:53.455: IP: tableid=0, s=3.3.3.3
(Serial2/1), d=13.1.1.1 (Serial2/1), routed via RIB*Mar 1
00:55:53.455: IP: s=3.3.3.3 (Serial2/1), d=13.1.1.1 (Serial2/1), len 52,
rcvd 3*Mar 1 00:55:53.459: TCP src=23, dst=11001, seq=949632691,
ack=2398697791, win=4119 ACK PSH*Mar 1 00:55:53.459: IP:
tableid=0, s=3.3.3.3 (Serial2/1), d=13.1.1.1 (Serial2/1), routed via
RIB*Mar 1 00:55:53.463: IP: s=3.3.3.3 (Serial2/1), d=13.1.1.1
(Serial2/1), len 45, rcvd 3*Mar 1 00:55:53.467: TCP src=23,
dst=11001, seq=949632703, ack=2398697791, win=4119 ACK
PSH*Mar 1 00:55:53.467: IP: tableid=0, s=3.3.3.3 (Serial2/1),
d=13.1.1.1 (Serial2/1), routed via RIB*Mar 1 00:55:53.471: IP:
$=3.3.3.3 (Serial2/1), d=13.1.1.1 (Serial2/1), len 43, rcvd 3*Mar 1



00:55:53.471: TCP src=23, dst=11001, seq=949632708,
ack=2398697791, win=4119 ACK PSH*Mar 1 00:55:53.475: IP:
tableid=0, s=3.3.3.3 (Serial2/1), d=13.1.1.1 (Serial2/1), routed via
RIB*Mar 1 00:55:53.479: IP: s=3.3.3.3 (Serial2/1), d=13.1.1.1
(Serial2/1), len 46, rcvd 3*Mar 1 00:55:53.479: TCP src=23,
dst=11001, seq=949632711, ack=2398697791, win=4119 ACK
PSH*Mar 1 00:55:53.483: IP: tableid=0, s=13.1.1.1 (local), d=3.3.3.3
(Serial2/1), routed via RIB*Mar 1 00:55:53.487: IP: s=13.1.1.1
(local), d=3.3.3.3 (Serial2/1), len 43, sending*Mar 1 00:55:53.487:
TCP src=11001, dst=23, seq=2398697791, ack=949632717,
win=4102 ACK PSH*Mar 1 00:55:53.491: IP: tableid=0, s=13.1.1.1
(local), d=3.3.3.3 (Serial2/1), routed via RIB*Mar 1 00:55:53.495: IP:
s=13.1.1.1 (local), d=3.3.3.3 (Serial2/1), len 43, sending*Mar 1
00:55:53.495: TCP src=11001, dst=23, seq=2398697794,
ack=949632717, win=4102 ACK PSH*Mar 1 00:55:53.499: IP:
tableid=0, s=13.1.1.1 (local), d=3.3.3.3 (Serial2/1), routed via
RIB*Mar 1 00:55:53.503: IP: s=13.1.1.1 (local), d=3.3.3.3 (Serial2/1),
len 49, sending*Mar 1 00:55:53.503: TCP src=11001, dst=23,
seq=2398697797, ack=949632717, win=4102 ACK PSH*Mar 1
00:55:53.659: IP: tableid=0, s=3.3.3.3 (Serial2/1), d=13.1.1.1
(Serial2/1), routed via RIB*Mar 1 00:55:53.663: IP: $s=3.3.3.3
(Serial2/1), d=13.1.1.1 (Serial2/1), len 43, rcvd 3*Mar 1
00:55:53.663: TCP src=23, dst=11001, seq=949632717,
ack=2398697797, win=4113 ACK PSH*Mar 1 00:55:53.867: IP:
tableid=0, s=13.1.1.1 (local), d=3.3.3.3 (Serial2/1), routed via
RIB*Mar 1 00:55:53.867: IP: s=13.1.1.1 (local), d=3.3.3.3 (Serial2/1),



len 40, sending*Mar 1 00:55:53.871: TCP src=11001, dst=23,
se(=2398697806, ack=949632720, win=4099 ACK*Mar 1
00:55:53.963: IP: tableid=0, s=3.3.3.3 (Serial2/1), d=13.1.1.1
(Serial2/1), routed via RIB*Mar 1 00:55:53.967: IP: s=3.3.3.3
(Serial2/1), d=13.1.1.1 (Serial2/1), len 40, rcvd 3*Mar 1
00:55:53.967: TCP src=23, dst=11001, seq=949632720,
ack=2398697806, win=4104 ACK O O R3O O R20 0000 OO
DO0000000000R3ODOOOR20 O O r3#telnet
2.2.2.2Trying 2.2.2.2 ...% Destination unreachable. gateway or host
downrl#*Mar 1 01:02:22.779: %SEC-6-IPACCESSLOGP: list 101
denied tcp 13.1.1.3(11002) (Serial2/1) -> 2.2.2.2(23), 1 packet*Mar
101:02:22.783: IP: s=13.1.1.3 (Serial2/1), d=2.2.2.2, len 44, access
denied*Mar 1 01:02:22.783: IP: tableid=0, s=13.1.1.1 (local),
d=13.1.1.3 (Serial2/1), routed via RIB*Mar 1 01:02:22.787: IP:
s=13.1.1.1 (local), d=13.1.1.3 (Serial2/1), len 56, sending*Mar 1
01:02:24.139: IP: s=12.1.1.2 (Serial2/0), d=224.0.0.5, len 80, rcvd
0*Mar 1 01:02:24.315: IP: s=13.1.1.1 (local), d=224.0.0.5 (Serial2/1),
len 80, sending broad/multicast*Mar 1 01:02:25.139: IP: s=12.1.1.1
(local), d=224.0.0.5 (Serial2/0), len 80, sending broad/multicast [
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