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routers can identify access-list using two methods[] access-list
numberthe number of the access list determines what protocol it is
filteringd [ 1-9901 and ] 1300-139901 standard IP access list

[1 100-19901 andd 2000-269901 extended IP access list access list
name 1 1OS versions gt 11.2[1 Names contain alphanumeric
characters Names connot contain spaces or punctuation and must
begin with alphabeticcharacter U D O 0 OO0 00000000
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[0 O O Cisco router support two basic types of IP access lists[]
standardFilter IP packets based on the source address only. [J [J [
OO0O0O000OImrPOOOOO O ExtendedFiter IP packets based on
several attributes.includingl] Protocol type. Source and desination
IP address Source and destination TCP/UDP ports ICMP and
IGMP messagetypes. 1 0 0D 00000000000 OoOOn
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[1 access-list 0 0O O denyd O permit U IPO O O IPO O
Access-list2 permit 1.1.1.00.0.0.255 0 0 0 O 0 O 0O O ACLO O
0 OO 0O O configld #ip access-list standard [ [



[1 config-std-nacll] #deny 1.1.1.00.0.0.255 0 0 OO 10 ACLO O

[J access-list 0 O O denyd permit O U {0 1P 0O O O O Jany|host}
D000 {00mrO00000|anylhost} OO 0O OO
[established] [log| log-input] Access-list 101 permit tcp 1.1.1.0
0.0.0.255532.2.2.00.0.0.255¢t1023 0 0 0 0 00O 0 0OACLO O
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[1 U0 Routerl] configl] #access-list 100 remark traffic to http-server
Routerd configl] #access-list 100 permitip any 1.1.1.1 0.0.0.255 eq
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[1 config-ifl] #ip access-group 100 infout LI LI ip access-group
ciscoinfoutd 0000000000000 0OOOOO0OO
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