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[1 OO CDPO Cisco Discovery Protocoll] [0 [ [0 Routerd Config

1 #no cdp run Router] Config-ifld # no cdp enable 2 [0 [J [0 [

[ TCPO UDP Smalltd OO O Routerl] Configl # no service
tcp-small-servers Routerd ConfigL] # no service udp-samll-servers 3
[ O Fingerd O OO Routerd Configld # no ip finger Router

[1 Configl] #no service finger 4 1 U [0 O HTTPO O OO Router

[ Confighd #noiphttpserverl O O O OHTTPO OO OO OO
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0 50 0BOOTpU O O Routerl] Configll # no ip bootp server 6
[1 O IP Source Routing. Router] Config] # no ip source-route 7
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[J O Routerl] Configld # no ip proxy-arp Routerl] Config-ifl] #
no ip proxy-arp 8 LI I IP Directed Broadcast. Router] ConfigL] #
no ip directed-broadcast 9 L1 [ IP Classless. Router(] ConfigL] # no
Ip classless 10 L1 [1 ICMPO O O IP Unreachables[] Redirects(]
Mask Replies. Routerl] Config-ifl] # no ip unreacheables Router

[1 Config-ift] # no ip redirects Router] Config-ifC] # no ip
mask-reply 11 0 OO0 OSNMPO OO OO0 OOOOOOOO
OSNMPO OO OO OO OO O Router] Configd #no
snmp-server community public Ro Routerl] Configld # no
snmp-server community admin RW 12 0 O O O 0O O O O WINS
[0 DNSO 0O O Routerd Config] # no ip domain-lookup [ [



0 00 00O 0O O Router Configld # hostname Router Router

[1 Configl] # ip name-server 219.150.32.xxx 13 LJ [0 OO 00 0 0O [ [
[ 0O 0O O O Router] Config] # interface eth0/3 Router(] Config
O#shutdown O OO0 OO0 OO0 0O0O0O0O0OO0O OO
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OO000000CONODOOOO OO Routerd Config

[1 #Access-list 1 permit 192.168.0.1 Router] ConfigL] #line con 0
Routerl] Config-linel] #Transport input none Router] Config-line
[1 #Login local RouterdJ Config-linel] #Exec-timeoute 5 0 Router
[1 Config-lineJ #access-class 1 in Router] Config-lineld] #end [
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00000000000 00000 0 Routerd Config

[ #line aux 0 Routerd Config-linel] #transport input none Router
[ Config-lined #noexec4 U O O 0O O OO O OO O O Router
[1 Configd #username test privilege 10 xxxx Routerd Config

1 #privilege EXEC level 10 telnet Router] ConfigL] #privilege
EXEC level 10 show ipaccess-list5 0 0 0 OO0 0000000
0000000 0O enable passwordd U 0 O O O O O O enable
secretl] O OJ O O OO O O O Service password-encryption. Router
[1 configd #service password-encryption Routerd configl] #enable
secret6e 1 J OVIYUOOUOOUOOOOOOOOUOoOoooo
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OO000000002100 00 IP Unicast Reverse-Path
VerificationJ O D 0 OdiiPO 0000 ooooooon
[ O IP Spooling.J O O O O O O O CEFO Cisco Express
Forwarding O OO0 OO0 OO uRPFO O O O O O strictd O
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OJ000000000000oOgACLO OO loosed O O O
O00000000000looseld O O Strictdd O O Router#
config tl0 O OO CEF Routerl] Configl # ip ceflJ [0 O Unicast
Reverse-Path Verification RouterJ Config] # interface eth0/1
Router] Config-ifl] # ip verify unicast reverse-path ACLO [

[ interface pos1/0 ip verify unicast reverse-path 190 access-list 190
permit ip {customer network} {customer network mask} any
access-list 190 denyipanyany[log] D OO0 0 OO0 0ddoO
J0o0dobooooooooodoACLOODOoooon
00000 Looseld O U interface pos 1/0 ip ver unicast source
reachable-viaanyO 0D D 0000 000000000000
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