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GENERIC-MAP-NOMATCH remote Yes local No published July

20, 2000 0updated August 02, 2000 vulnerable Apache Group

Tomcat 3.1 - Sun Solaris 8.0 - Sun Solaris 7.0 - SGI IRIX 6.5 - SGI

IRIX 6.4 - RedHat Linux 6.2 i386 - RedHat Linux 6.1 i386 - NetBSD

NetBSD 1.4.2 x86 - NetBSD NetBSD 1.4.1 x86 - MandrakeSoft

Linux Mandrake 7.1 - MandrakeSoft Linux Mandrake 7.0 - FreeBSD

FreeBSD 5.0 - FreeBSD FreeBSD 4.0 - Digital UNIX 4.0 - Debian

Linux 2.2 - Debian Linux 2.1 - Connectiva Linux 5.1 - Caldera

OpenLinux 2.4 - BSDI BSD/OS 4.0 Apache Group Tomcat 3.0 A

vulnerability exists in the snoop servlet portion of the Tomcat

package, version 3.1, from the Apache Software Foundation. Upon

hitting an nonexistent file with the .snp extension, too much

information is presented by the server as part of the error message.

This information may be useful to a would be attacker in conducting

further attacks. This information includes full paths, OS information,

and other information that may be sensitive.

http://narco.guerrilla.sucks.co:8080/examples/jsp/snp/anything.snp

==== Snoop Servlet Servlet init parameters: 100Test 下载频道开通
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