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[ su - run a shell with substitute user and group I1Ds, O U 00 [ [
Osud 0000000000000 000OshkelldO.sud
Jo0odoodoooo,oo0b0o0odoodad/bin/su, O
JO00000000sud000ooooOod:od:islabs
which su /bin/su O O : islab$ file /bin/su /bin/su: setuid ELF 32-bit
LSB shared object, Intel 80386, version 1 (SYSV), for GNU/Linux
2.6.9, stripped [1 [ : islabS$ll /bin/su -rwsr-xr-x 1 root root 24060 Jan
102007 /bin/sub 0000000000 Osuld O O setuidd
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[ islab# groupadd wheel islab# useradd wheel islab# chown
root:mysqgl /bin/bash islab# chmod 4750 /bin/su 2). [ O rootd [
O OO 0Osuld 0. islab# chmod 4700 /bin/su 3). O U pamU O O



OO0wheelDOOOOOOOsud O, 0000000 O zhaoked
(1 00 wheellI O . islab# groupadd wheel islab# useradd wheel islab#
usermod -G wheel zhaoke islab# Il /lib/security/pam_wheel.so
-rwxr-xr-x 1 root root 5692 Feb 22 2007 /lib/security/pam_wheel.so
Islab# vi /etc/pam.d/su OO OO O O O O auth required
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