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OoOo0e6400 O Ojavald O O O O O import java.security.Key.
Import java.security.SecureRandom. import javax.crypto.Cipher.
import javax.crypto.KeyGenerator. import javax.crypto.SecretKey.
iImport javax.crypto.SecretKeyFactory. import
javax.crypto.spec.DESKeySpec. /** *//*** DESL O O O O [
author by http://www.bt285.cn http://www.5a520.cn * * gt. * [J [
DESL] DESede(TripleDES,] [J 3DES)J AESL] Blowfishd RC2

[1 RC4(ARCFOUR) * DES key size must be equal to 56 *
DESede(TripleDES) key size must be equal to 112 or 168 * AES key
size must be equal to 128, 192 or 256,but 192 and 256 bits may not be
available * Blowfish key size must be multiple of 8, and can only
range from 32 to 448 (inclusive) * RC2 key size must be between 40
and 1024 bits * RC4(ARCFOUR) key size must be between 40 and
1024 bits* 0 0 0O 0 OO OO JDK Document
http:///docs/technotes/guides/security/SunProviders.html * gt. * *



@author LI [0 * @version 1.0 * @since 1.0 */ public abstract class
DESCoder extends Coder { /** *//*** ALGORITHM 0O O gt. * [
O0000000000000keyd Osized O OO0 **qt.
* DES key size must be equal to 56 * DESede(TripleDES) key size
must be equal to 112 or 168 * AES key size must be equal to 128, 192
or 256,but 192 and 256 bits may not be available * Blowfish key size
must be multiple of 8, and can only range from 32 to 448 (inclusive)
* RC2 Kkey size must be between 40 and 1024 bits *
RC4(ARCFOUR) key size must be between 40 and 1024 bits * gt. * *
[1 Key toKey(byte[] key)D U 0O OO O O 0O O O * gt.SecretKey
secretKey = new SecretKeySpec(key, ALGORITHM).gt. J [0 *gt. *
DESKeySpec dks = new DESKeySpec(key). * SecretKeyFactory
keyFactory = SecretKeyFactory.getinstance(ALGORITHM). *
SecretKey secretKey = keyFactory.generateSecret(dks). * gt. */
public static final String ALGORITHM ="DES". /***//*** [ [
[ gt. * * @param key * @return * @throws Exception */ private static
Key toKey(byte[] key) throws Exception { DESKeySpec dks = new
DESKeySpec(key). SecretKeyFactory keyFactory =
SecretKeyFactory.getinstance(ALGORITHM). SecretKey secretKey
= keyFactory.generateSecret(dks). /D 0 0000 00 00O
OOAESOBlowfishO OO O OO0 00000 Oooooooo
/] SecretKey secretKey = new SecretKeySpec(key, ALGORITHM).
return secretKey. } /***//*** [ [0 ** @param data * @param key *
@return * @throws Exception */ public static byte[] decrypt(byte[]
data, String key) throws Exception { Key k =
toKey(decryptBASE64(key)). Cipher cipher =



Cipher.getinstance(ALGORITHM).
cipher.init(Cipher.DECRYPT_MODE, k). return
cipher.doFinal(data). } /** *//*** [] 1 ** @param data * @param
key * @return * @throws Exception */ public static byte[]
encrypt(byte[] data, String key) throws Exception { Key k =
toKey(decryptBASE64(key)). Cipher cipher =
Cipher.getinstance(ALGORITHM).

cipher.init(Cipher. ENCRYPT _MODE, k). return
cipher.doFinal(data). } /***//** 1 0 1 O ** @return * @throws
Exception */ public static String initKey() throws Exception { return
initkey(null). } /4> *//** [ 0 0O 0O ** @param seed * @return *
@throws Exception */ public static String initKey(String seed)
throws Exception { SecureRandom secureRandom = null. if (seed !=
null) { secureRandom = new
SecureRandom(decryptBASE64(seed)). } else { secureRandom =
new SecureRandom(). } KeyGenerator kg =
KeyGenerator.getinstance(ALGORITHM). kg.init(secureRandom).
SecretKey secretKey = kg.generateKey(). return
encryptBASE64(secretKey.getEncoded()). }} U O U0 O 0O O OO
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Do000000o00od 00bo0b00dndn importstatic
org.junit.Assert.*. import org.junit. Test. /** *//** * * @author by
http://www.bt285.cn http://www.5a520.cn * @version 1.0 * @since
1.0 */ public class DESCoderTest { @ Test public void test() throws
Exception { String inputStr = "DES". String key =
DESCoder.initKey(). System.err.printin("J U :\t" inputStr).



System.err.printin("J 00 :\t" key). byte[] inputData =
InputStr.getBytes(). inputData = DESCoder.encrypt(inputData,
key). System.err.printin("CJ OJ OJ :\t"
DESCoder.encryptBASE64(inputData)). byte[] outputData =
DESCoder.decrypt(inputData, key). String outputStr = new
String(outputData). System.err.printin("J O O :\t" outputStr).
assertEquals(inputStr, outputStr). }} U 0000000 UdoO OO
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* DES key size must be equal to 56 * DESede(TripleDES) key size
must be equal to 112 or 168 * AES key size must be equal to 128, 192
or 256,but 192 and 256 bits may not be available * Blowfish key size
must be multiple of 8, and can only range from 32 to 448 (inclusive)
* RC2 key size must be between 40 and 1024 bits *
RC4(ARCFOUR) key size must be between 40 and 1024 bits **/
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