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de facto standard for remote logins and encrypted file transfers.’
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[1 Key: Host Key / Server Key / Session Key / User Key [ [ [ [

[1 : Name Lifetime Created by Type Purpose Host key Persistent
Administrator Public Identify a server/machine Server key One hour
Server Public Encrypt the session key(SSH1 only) Session key One
session Client (and server) Secret Protect communications User key
Persistent User Public Identify a user to the server SSHU [0 [ [ [J
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Router(config)#host SSH-Test 2L1 [ [ 10SO O U 00 0O [
SSH-Test(config)#ip domain-name test.com 301 [J [J RSAL [ (O
OO000000000 0 Key?) SSH-Test(config)#crypto key
generatersal U O O 0O O 0O OO modulus OO 0O OO 512
O0000D0360-20480 0 0000000 OKeyOOOOO
OO0O000D00O025000000000 Router 360 bits 512
bits 1024 bits 2048 bits (maximum) Cisco 2500 11 seconds 20
seconds 4 minutes 38 seconds more than 1 hour U 00 O 0O O O O
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SSH-Test#sh crypto key mypubkey rsa 401 [ O sshd O 0O O (O O)
SSH-Test(config)#ip ssh time-out 60 !sshl] O O 0O O 0O OO 0O O
[ OO SSH-Test(config)#ip ssh authentication-retries 3 !ssh(J [J [0 [
OO0005000000000 SSH-Test(config)#username test
password test SSH-Test(config)#line vty 0 4
SSH-Test(config-line)#login local 'J J [0 [J aaa new-modell] I 6
O0O0000SSHO O SSH-Test(config)#line vty 0 4
SSH-Test(config-line)#transport input ssh 7] [1 access-classC] [ [
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