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J000000o000oUd0 ddjavad 0000 OO import
java.security.Key. import java.security.KeyFactory. import
java.security.KeyPair. import java.security.KeyPairGenerator. import
java.security.PrivateKey. import java.security.PublicKey. import
java.security.Signature. import
java.security.interfaces.RSAPrivateKey. import
java.security.interfaces.RSAPublicKey. import
java.security.spec.PKCS8EncodedKeySpec. import
java.security.spec.X509EncodedKeySpec. import java.util. HashMap.



Import java.util.Map. import javax.crypto.Cipher. /** *//** * RSAL[]
00000 **@version 1.0 * @since 1.0 */ public abstract class
RSACoder extends Coder { public static final String
KEY_ALGORITHM ="RSA". public static final String
SIGNATURE_ALGORITHM ="MD5withRSA". private static final
String PUBLIC_KEY ="RSAPublicKey". private static final String
PRIVATE_KEY ="RSAPrivateKey". /A**//**10 0000 OO
OO0O000 **@paramdata* U [ O O * @param privateKey *
O O ** @return * @throws Exception */ public static String
sign(byte[] data, String privateKey) throws Exception {// LI [

[1 base64] [0 OO UJ OO byte[] keyBytes =
decryptBASE64(privateKey). // O [ PKCS8EncodedKeySpecl] [
PKCS8EncodedKeySpec pkcs8KeySpec = new
PKCS8EncodedKeySpec(keyBytes). // KEY _ALGORITHM [ [
0000 KeyFactory keyFactory =
KeyFactory.getinstance(KEY_ALGORITHM). /00 00O O O
PrivateKey priKey = keyFactory.generatePrivate(pkcs8KeySpec). //
OO0O0000000000 Signature signature =
Signature.getinstance(SIGNATURE_ALGORITHM).
signature.initSign(priKey). signature.Oupdate(data). return
encryptBASEG4(signature.sign()). } /***/~**0 0400400 **
@paramdata* [0 [J OO O * @param publicKey * [1 [ * @param
sign*0 000 **@return 0 O O 0O O O true O O O O false *
@throws Exception * */ public static boolean verify(byte[] data,
String publicKey, String sign) throws Exception { // 0 I [J base64L]
O 0O 0O O byte[] keyBytes = decryptBASE64(publicKey). // U



[1 X509EncodedKeySpecl] [1 X509EncodedKeySpec keySpec =
new X509EncodedKeySpec(keyBytes). // KEY_ALGORITHM 0
000000 KeyFactory keyFactory =
KeyFactory.getinstance(KEY_ALGORITHM). /000 0O 0O O
PublicKey pubKey = keyFactory.generatePublic(keySpec). Signature
signature = Signature.getinstance(SIGNATURE_ALGORITHM).
signature.initVerify(pubKey). signature.Oupdate(data). // 0 OO OJ O
O OO 0O return signature.verify(decryptBASE64(sign)). } 100Test
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